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1. Introduction 
 This report summarizes the work of a group of contributors on important aspects in 
Internet-of-Things (IoT) research. The contributors met before ICCAD in San Diego, California 
on November 4, 2018 to discuss ideas in person. The report was completed by electronic discussion 
based on notes from that meeting. 
 The next section discusses the definition of IoT and compares IoT systems to other types 
of computing systems. Section 3 reviews applications domains for IoT systems. Section 4 
describes research challenges and opportunities. Section 5 surveys diversity and inclusion 
challenges and opportunities related to IoT systems. Section 6 reviews needs for education and 
training related to IoT. Section 7 identifies both enabling and dis-enabling factors for IoT systems 
research. NSF support for this workshop is acknowledged in Section 8. This report is the creation 
of all the participants at the workshop; the contributors are identified in Section 9. 

2. What is IoT? 
 Internet-of-Things is used both as a technical and marketing term. As a marketing term, it 
is broadly applied to many different kinds of systems. As a technical term, we can identify some 
key characteristics that form the core definition along with additional characteristics of some IoT 
systems.  

IoT systems are large-scale networked embedded systems that are provide sensing, actuating, 
processing, and informing.  The participants agreed that an IoT system has two essential 
characteristics: 

• It senses physical quantities, both continuous and discrete. 
• It operates on sensor data as a distributed computing system composed of several different 

types of nodes connected by wireless and/or wired networks. 
Frequently found characteristics include: 
• IoT networks are often designed for long operational lifetimes, whether they be in a factory 

or a smart city. The system needs to be maintainable and upgradeable over its entire 
lifetime. 

• Shared computing resources can be applied to data from multiple sources. Computing 
resources may also be shared by several applications. Different users may have diverse 
views of a common set of data. 

• IoT systems are built on heterogeneous architectures: multiple types of processors, 
networks, I/O devices, and software stacks. 

• IoT systems are systems-of-systems. Their design process is complex and may not admit 
of a single optimum solution. 

• The IoT system often makes use of public standards for communication and information 
access, although not every node or link must make use of such public standards. For 
example, many IoT systems do not use the Internet Protocol to connect to some nodes at 
the extreme edge. 

• An IoT system performs a consequential physical act---the sensor system may be involved 
in actions that directly affect safety, health, and comfort. 

• Actuation (e.g., by solenoid or human) is common. 



• A significant component of its operation occurs autonomously, although human-in-the-
loop supervisory operation is common. 

• The IoT system may be formed as an Internet of cyber-physical systems that perform real-
time control. 

IoT systems research draws from several existing research communities: 
• Sensor networks. 
• Distributed computing. 
• Embedded computing. 
• Cyber-physical systems. 
• Computer-aided design. 
• Signal processing. 
• Computer security. 
• Reliability engineering. 
 
The definition of IoT system is brought into focus by comparing it to other fields. When 

comparing IoT systems to cyber-physical systems, the participants identified differences in both 
function and performance. Functionally, cyber-physical systems feature closed-loop control while 
IoT systems sense but may not perform closed-loop functions. Cyber-physical systems operate at 
higher sample rates (IEEE IRDS puts the boundary at 1 s); IoT systems are often event-oriented, 
identify changes in signals that may operate at lower rates. Chemical and biological processes, for 
example, often need lower sample rates. A comparison of IoT systems to sensor network identified 
differences in architecture and scale. IoT systems put more emphasis on distributed computation. 
Sensor networks typically send data to cloud application while IoT systems perform in-network 
distributed computation. IoT system opportunities and challenges also include the huge scale made 
possible by the huge number of semiconductor sensors that can be manufactured, an opportunity 
referred to by the sensor community as the trillion sensor world. 

IoT systems exhibit a range of important requirements: 
• Function: 

o Measure and interpret signals. 
o Compare and analyze multiple signals. 

• Communication: 
o Communicate for distributed computation. 
o Communicate with external applications such as the cloud or SCADA. 

• Performance: 
o Keep up with signal rates. 
o Supply data to external applications at required rates. 

• Power: 
o Some nodes are ultra-low power (microwatt). 
o Different nodes will have varying power requirements. 

• Cost: 
o Very low cost nodes ($0.01 - $0.10) [Ral16]. 
o Low total cost of ownership including purchase, installation, system integration, 

and maintenance. 
• Safety, security, privacy: 

o Must protect data integrity, timing. 



o Must ensure that data is not improperly exposed to unauthorized persons. 
o Particularly important given distributed architecture, shared tenancy in some 

systems. 
 

3. Application Domains 
IoT systems are used in a wide range of applications. We give a few examples of specific 

applications for each area; many other applications are possible: 
• Health care: patient monitoring, wellness [ASU18], home health care [Ray14, Wol15]. 
• Transportation: monitoring systems for transportation terminals, traffic monitoring 

systems [Xia11], vehicular monitoring [Hew14]. 
• Advanced manufacturing: process monitoring [Aba11], quality monitoring and 

analysis, maintenance prediction [Yid16], safety [Tao14].  
• Conservation: energy, water [Tar12, Koo15], sewage [Gub15]. 
• Energy distribution: smart grid [Hub12], remote control, load balancing. 
• Environment: air quality [Hon08], forest fire monitoring [Laz13, Bea17]. 
• Agriculture: soil monitoring [Ton13], plant analysis, harvesting and crop quality. 
• Arts: interactive artwork and performance, lessons. 
• Sports: athlete performance monitoring, monitoring of play and rules. 

We use the term IoT system rather than the Internet-of-Things to emphasize that not these systems 
are not connected into a single, globe-spanning network. IoT technology is used in many 
application areas---health care, manufacturing, etc.---that require some amount of privacy. 

IoT systems applications reach across many disciplines. IoT systems research should 
include the participation of experts in other fields: other engineering disciplines, physics, 
chemistry, human factors, sociology, etc. 
 

4. Research Challenges and Opportunities 
 The participants identified several important research challenges and opportunities in IoT 
systems. 

They strongly agreed that applications are important drivers of the IoT system design 
process. Applications provide important challenges that may not be apparent when the technology 
is viewed in isolation. A foundation of common principles should be supplemented with 
techniques aimed at the unique characteristics of the application. 

Participants also strongly agreed that IoT research should work to break down silos in 
system standards [Rab17].  IoT research should build upon existing knowledge bases in system-
level design, sensor networks, CPS, and other fields---don’t reinvent the wheel.  Devices, 
networks, and applications should be able to interoperate effectively. Interoperability is especially 
important given the long lifetimes of many IoT systems: components may fail, new hardware 
capabilities will emerge, software standards will evolve, new capabilities will be desired by users. 

IoT systems research is a convergent challenge that encompasses both physics-oriented 
engineering (mechanical, civil, electrical, chemical, aeronautical) and computation-oriented 
engineering. These disciplines have very different views of modeling---discrete vs. continuous is 
just one example. IoT systems research should bridge these disciplines and evolve a world view 
that is useful to all component disciplines. A practitioner does not need a detailed knowledge of 
all component disciplines, but a basic working knowledge of some key concepts provided by the 
participating disciplines is essential to the design of successful IoT systems. 



 Security, safety, and privacy are important characteristics for IoT systems.  Security and 
safety cannot be considered as separate design activities when dealing with computationally-
intensive physical systems [Wol18, Sch17]. 
 Many devices in IoT systems must operate on limited amounts of power. Power limitations 
may come from the limited availability of wiring to deliver power or from environmental 
characteristics. Ultra-low power devices---devices that consume microwatts while performing 
useful operations---are an important challenge for IoT systems. The design of ultra-low power 
devices introduces challenges in circuits and devices, architecture, power management, and design 
methodologies. Devices may also have energy limitations, or they may be limited in energy use 
within a given time period (such as under energy-harvesting conditions). The operation duty-cycle 
of these devices may be limited and IoT systems may become networks of intermittently powered 
and intermittently connected computing devices. 
 Many IoT systems will make use of machine learning. A significant fraction of machine 
learning---both inference and training---will be performed at the edge due to constraints on 
communication bandwidth, power, latency, and privacy [Lih18]. Providing formal guarantees for 
recall/precision, security, safety, and privacy is a research challenge [Hua17] Machine learning 
methods adapted to distributed systems and ultra-low power devices present a significant challenge 
and research opportunity. 

IoT systems research is a new field of opportunity for CAD and system-level design. Design-
oriented research should leverage, enhance, and extend distributed/SW/SoC/HW design 
methodologies and tools [Swa18]. Challenges include formal models for specification, synthesis 
for translation between abstraction layers, and compilation/synthesis tools for automating the 
design process. IoT system design processes must go beyond hardware/software co-design to take 
into account both physical and cyber characteristics.  

IoT systems often operate as human-in-the-loop systems. System design taking into account 
human interactions along with distributed computation and ultra-low power operation provide 
important research challenges. IoT platforms should support collaboration and cooperation. 

Many IoT systems exhibit shared tenancy: several applications may share data from a common 
pool of sensors; applications may share the network and distributed computing platform. Shared 
tenancy introduces new challenges: security, safety, and privacy; performance and latency 
management; power management [Bon18]. 
 

5. Diversity and Inclusion 
IoT application areas cut across societal needs and applications. As a result, IoT systems 

provide an opportunity to broaden participation and create more inclusive communities of 
designers and users. Reaping the benefits of IoT technology will require inter-disciplinary, inter-
institutional, cross-cultural, and inter-regional solutions. Inclusion should continue to be a mandate 
for research efforts in IoT systems. 

Some IoT systems research efforts could target potential solutions for disadvantaged groups--
-for example, IoT systems to aid people with physical or cognitive disabilities. The relatively low 
cost of experimental systems for IoT also makes this technology a good candidate for institutions 
with limited resources. IoT offers the potential to help bridge the digital divide by providing 
services directly related to the community and its needs. 

Ensuring the participation of underrepresented groups may be facilitated by funding research 
efforts for application areas of particular interest to those groups or at institutions that serve those 
groups. Such targeted efforts may provide added incentives to enter the IoT systems field. 



Including researchers and students from underrepresented groups helps to provide role models that 
encourage additional participation. IoT system architectures will influence the degree to which 
access to and control of these systems is centralized. This will influences how the benefits and 
(e.g., privacy) costs of these systems accrue to their diverse users and owners vs. those most adept 
at centralizing and controlling power. 
 

6. Education and Training 
 Given the pervasive application of IoT systems, education and training at all levels should 
take into account IoT technologies and their underlying core scientific and mathematical 
principles. IoT systems education and training should occur at the professional level, graduate and 
undergraduate education, and K-12. Properly chosen examples of IoT systems can promote 
community and family participation. 
 Professional training will help workers and managers in the field to make better use of 
sensors and IoT systems in their fields of endeavor.  Professional seminars, short courses, online 
videos, and conferences are all important mechanisms for delivering IoT systems knowledge to 
professionals. 
 Graduate education in IoT systems is clearly interdisciplinary---VLSI, embedded 
computing, sensor networks, signal processing, control. Not all institutions will have concentrated 
expertise in all these areas; inter-institutional efforts can help to provide the necessary knowledge 
to a wider range of institutions. Both theoretical and application-oriented courses and projects are 
important. 
 Undergraduate education in IoT systems can leverage existing academic disciplines: 
embedded computing, networking, signal processing and controls, machine learning. Case studies 
will help educators inject IoT material into their courses. Case studies can include application 
descriptions, hardware and software platforms, and simulation frameworks. Some IoT-centric 
courses should be developed; IoT material should also be added to existing courses. Given the 
wide range of engineering disciplines who will make use of IoT technology---mechanical, 
chemical, electrical, civil---all disciplines should introduce some basic IoT-oriented knowledge 
into their curricula. 

IoT is very well suited to K-12 education because it is about tangible and touchable objects. 
Younger students can learn by play and use IoT concepts to help them understand the physical 
world. At the high school level, CS/CE/EE kits that teach the fundamentals of IoT. Universities 
need to help train K-12 teachers on IoT fundamentals. The two groups should work together to 
identify opportunities to introduce important concepts and how best to convey the required 
knowledge. 

Maker spaces---common places with facilities such as 3D printers---provide a valuable 
service at all levels, from professional education through K-12. Students from different disciplines 
come together and exchange ideas. Learning-by-doing is an important educational tool and very 
well suited to many IoT applications. Graduate and undergraduate students can help to mentor 
users of maker spaces. 
 

7. Enabling and Dis-Enabling Factors 
The participants identified several enabling factors for effective IoT research. They also 

identified some dis-enabling factors that could inhibit effective research in the field. 
Effective interdisciplinary research requires breaking down silos. Shared infrastructure is an 

important enabling mechanism for IoT system research. Dataset and benchmark creation can have 



high impact but is very challenging. How does the field create and maintain testbed data sets? How 
many domains? How can a good set of candidate domains select? Funding agencies should 
encourage the creation of such data sets by providing funding for their creation and maintenance.  

Reference platforms may be very useful. Such platforms are often built from open-source 
hardware and software. How can researchers and practitioners be encouraged to develop open-
source platforms? Possible domains for such reference platforms include edge computing, safety 
and security, and complex applications. 

Shared experimental platforms are challenging to design and maintain but can allow more 
groups to experiment in complex domains. Experimental platforms may consist of physical 
equipment and simulated setups in various combinations. Such platforms require up-front effort to 
design a platform that can be safely and effectively shared; they also require continuing funding 
for maintenance and operation. Some experimental platforms may be of interest to companies who 
do not have the financial resources to build a complete experimental facility or who may not have 
the time required to build such a facility from scratch. Corporate users introduce some privacy and 
data security issues but may also provide a useful funding source for these environments. 

Applications with human interactions may have broad impact. 
Conferences are an important venue for sharing knowledge. Companies, universities, and K-

12 institutions may all make use of conferences, although no single conference is likely to fully 
satisfy all these diverse communities. Several mechanisms can be used to discuss IoT systems: 
new meetings can be created; IoT tracks can be formed in existing meetings. Discussion and 
exploration in the communities should be encouraged to decide the best way to develop forums 
for IoT systems research, practice, and education. 

Research/knowledge silos were identified as a key dis-enabling-factor to the creation and 
deployment of effective IoT systems. Silos are everywhere, especially in academia.  Funding 
agencies can use funding leverage to help break down existing silos and discourage the creation 
of new silos. Research outcomes---publications, patents, design utilization, etc.---can help funding 
agencies to incentivize researchers and practitioners to practice interdisciplinary, effective creation 
of IoT systems. 
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